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 AREA OF APPLICATION 01/
The Kontron Security Solution* (KSS) is a holistic hardware based security solution that provides customers with the 

ability to address security needs at the application layer. This cost effective and proven turn-key solution is 

integrated into every Kontron design. Customers can easily upgrade old systems or use an existing Kontron system. 

Customers may also customize the solution to meet their specific needs. 

Traditional security mechanisms in the x86 world are typically based on TPM. Such mechanisms secure the whole 

boot chain which causes immense efforts during the development. These efforts begin with 

the hardware manufacturing process moving into deploying operating systems as well as the support efforts 

involved with the exchange or extension of keys and their cost. In most cases, it makes more sense to establish 

“security” around the actual applications. So by establishing a trustworthy environment on the application level, we 

can guarantee security, even in an unsecure system. 

For most applications it is more useful to focus on the real security need which we identified as: 

 Copy protection 

 IP protection 

 License model enforcement 

This document explains Kontron’s Hardware Security Solution
*
 at its maximum extent of functionality which is 

available in different variations and products that expose different features. 
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 REFERENCES 02/
 

 TERMINOLOGY, DEFINITIONS AND ABBREVIATIONS 02.01.

 

ABBR. DESCRIPTION 

Symmetric Encryption With symmetric cryptosystems, both parties use the same key or a simple 
derived key. Examples of a symmetric cryptosystem are Fast Encryption 
Algorithm (FEAL), International Date Encryption Algorithm (IDEA), Data 
Encryption Standard (DES) or Advanced Encryption Standard (AES). The 
advantage of a symmetric cryptosystem is a high encryption rate, while, on the 
other hand, the challenge is the secure key exchange. 

Asymmetric Encryption With asymmetric cryptosystems, also referred to as Public Key Infrastructure 
(PKI), the parties don’t have to share a common secret key in order to 
communicate. Unlike symmetric cryptosystems, a user creates a key pair 
consisting of a secret part, the private key, and a non-secret part, the public 
key. The public key allows anyone to encrypt data for the holder of the private 
key to verify his digital signature or for authentication. The private key enables 
its holder to decrypt data which has been encrypted with the public key, to 
create digital signatures and to authenticate. Examples of asymmetric 
algorithms are Rivest, Shamir and Adleman (RSA) or Elliptic Curve Cryptography 
(ECC). 

Hash Functions A hash function maps a string of arbitrary length to a character string of fixed 
length. A cryptographic hash function is a special form of the hash function, 
which is additionally collision-resistant or a one-way function (or both). Hash 
functions are used to verify the integrity of files or messages; to obfuscate 
password files; as a basis for digital signatures; as pseudo-random number 
generators and for the construction of block ciphers. Examples are MD5, SHA-1 
and SHA-256. 

Digital Certificates A digital certificate is a digital record that guarantees the identity for certain 
characteristics of people or objects, and whose authenticity and integrity can 
be verified through cryptographic methods. The digital certificate contains the 
data necessary for its verification. Widespread are the public key certificates 
compliant with the X.509 standard, which confirm the identity of the holder 
and other properties of a public cryptographic key. 

Integrity Protection The term “Integrity Protection” encompasses security measures, namely 
protection of system resources, programs and data against unauthorized 
manipulation, or at least identification and display of such modifications. The 
challenge consists in guaranteeing data integrity, and, if not possible, bringing 
the system to a safe mode and terminating the execution of any function. The 
best integrity protection solutions are based on cryptography and associated 
security mechanisms, such as digital signatures and message authentication. 

Copy Protection A mechanism that prevents software (in this case hardware too) to be copied 
and multiplied. 

IP Protection or Know-How 
Protection 

A more sophisticated version of the copy protection, focuses more on the fact 
that a solution should not be duplicated. IP protection extends this to a level 
where mechanisms are added to prevent insight into the software product. The 
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main goal is to prevent reverse engineering. 

License Model Enforcement As this product is able to control the secure access to applications that it 
already protects, the licensing mechanisms in the Kontron Security Solution can 
also turn this access on and off. The Kontron security solution enables “the 
switch” for application on and off and provides easy-to-integrate mechanisms 
so features can be enabled or disabled. This can be based upon time, counter 
or a combination of both. This licensing information can easily be controlled by 
a server component that provides this information which can either be sent 
over the internet, an USB stick or by writing a code in a real (paper) letter. 
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 INTEGRITY PROTECTION FOR EMBEDDED SYSTEMS 03/
Control Systems are increasingly interconnected and communicate via public networks. Cyber-Physical Systems 

merge the analog world with the physical world, and the digital world with virtual reality. 

This is also referred to as “Industrie 4.0”, which offers not only comfort and added value, but also opens  systems to 

the outside, thus intensifying the risk of attacks from outer sources. 

This added risk is real and gives rise to the need for additional counter measures; not only to prevent the loss of 

intellectual property but to prevent the introduction of malware through malicious code tampering. By using the 

right integrity protection measures, security layers can be added to accomplish these new protection tasks. 

 WHAT IS INTEGRITY PROTECTION 03.01.

The term “Integrity Protection” encompasses security measures, namely protection of system resources, programs 

and data against unauthorized manipulation, or at least identification and display of such modifications. The 

challenge consists in guaranteeing data integrity, and, if not possible, bringing the system to a safe mode and 

stopping the execution of any function. 

The best integrity protection solutions are based on cryptography and associated security mechanisms, such as 

digital signatures and message authentication. 

 WHERE ARE THE TOUCH POINTS FOR COPY AND KNOW-HOW PROTECTION? 03.02.

While copy protection is intended to prevent the counterfeiting of complete machines and equipment, IP protection 

specifies the protection of the proprietary algorithms and methods of reverse-engineering. 

To effectively withstand the increase of counterfeiting complete systems, the protection of software and data of 

these systems are of critical importance. Currently, software in general represents a significant investment. In 

addition, the software innovations in machinery and plant engineering are on the rise. 

For example, the automotive sector alone is responsible for 90% of all electronic and software driven innovations. It 

is estimated that the software-based added value will increase to 40% over the next few years. 

The results of a survey led by VDMA (Verband Deutscher Maschinen und Anlagenbau, Mechanical Engineering 

Industry Association) in 2014 show a sales shortfall of 7.9 billion euro in 2014. Nine out of ten companies are 

affected by product piracy and 48% of the manufacturers are suffering from reproduction of complete machines. 

Twenty-eight percent of the respondents said that they are ready to implement technical protection solutions. If 

product piracy was reduced, thirty-seven thousand jobs could be created in the German machinery and plant 

engineering industry. The following chart (Fig.1) shows the rising trend in recent years. 

An effective software protection solution is a fundamental requirement for the protection of product innovations. 

 

As the digitalization of production systems increases, the relevance of digital data protection in production and, 

more generally, of networked data protection and systems integrity will play a much greater role. 
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© VDMA 2014 

Industry annual revenue and damage by product piracy                                                                                                                                 N=337 

Figure 1: Annual revenue and damage caused by product piracy 

(source: VDMA http://pks.vdma.org/documents/105969/1437332/VDMA%20Study%20Product%20Piracy%202014/b5599f82-4500-4360-8a48-

6f3edbbf4508 ) 

 

New solutions based on strong encryption and embedding secure hardware elements (like dedicated ASICs and 

smart card chips) can be used for software protection, IP protection and integrity protection. 

http://pks.vdma.org/documents/105969/1437332/VDMA%20Study%20Product%20Piracy%202014/b5599f82-4500-4360-8a48-6f3edbbf4508
http://pks.vdma.org/documents/105969/1437332/VDMA%20Study%20Product%20Piracy%202014/b5599f82-4500-4360-8a48-6f3edbbf4508
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 PRODUCT DESCRIPTION 04/
First, the unprotected original software has to be signed and encrypted in accordance with the following procedure: 

The encryption tool, included in the Kontron Security Solution
*
 and its deliverables, will be used for the following: 

1) Calculation of the hash values of the original software. 

2) Signature of the hash value with the private key of the vendor. 

3) Encryption of the originals software using a key that is generated from a seed value within the original 
software, a secret key of the vendor and other parameters that the publisher selects. 

4) Attachment of the public portion of the signature certificate to the encrypted software. 

The first part of the integrity check in Figure 2 (forward check), i.e. the verification of the software to be loaded of 

the corresponding data, is carried out as follows: 

 

Figure 2. Encryption and signature of an application 

© 2014 Wibu-Systems 

 

 

The verification consists of the following steps, which are executed while the application is being loaded. 

This is performed with the aid of a system integrated tool, the security engine provided by the Kontron Security 

Solution
*
 show in Figure 3.  
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Figure 3. Integrity verification of the Kontron Security Solutions’
*
 Engine  

© 2014 Wibu-Systems 

 

1) If a valid license is present, the encrypted software is decrypted. 

2) The certificate attached to the credentials or the certificate chain is verified against the public root key. 

3) The hash value of the decrypted original software is calculated. 

4) The signature of the hash is verified using the public key. 

In addition to these necessary steps, further measures can be implemented increasing the security to a higher level, 

such as sophisticated handling of certificates for the authorized use of a specific device. It is also possible to 

implement checks against a preset expiration date of the certificate, or the existence of a certificate revocation 

listCRL. Such verifications can also be executed periodically at runtime in the system memory (watchdog). 

The solution based on the Kontron Security Solution
*
 technology covers the following steps, which can also prove 

especially effective in automated build processes: 

  Encryption of the program code, to prevent static code analysis and reverse engineering. 

  Signature of the program code, of both the application and operating system image. 

  Storage of the shared secrets for decryption. 

  Storage of the private signature key on the vendor’s site. 

 Signature and hash verification during loading and runtime operations. 

 

 

 

 

 

* Powered by Wibu-Systems 



9 

 

 

 ONE LICENSE ENTRY – MANY KEYS 04.01.

The software is encrypted at runtime on the user’s PC. At runtime the communication between the software and the 

license is encrypted into the security chip of the Kontron Security Solution
*
. A common practice among hackers is to 

use a “record / playback” tool at the interface in order to discover the encryption key. This is not possible with the 

Kontron Security Solution
*
 because it uses the concept of alternating keys. 

Each license entry provides a set of 4 billion different keys to be used for the protection of the software. These keys 

are generated in the Kontron Security Solution
*
 module by a derivation. This means that the Kontron Security 

Solution
*
 uses different secret keys. 

Figure 3a. Key Derivation 
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The firm code, product code and feature code present the visible elements. You program these into the security chip 

of the Kontron Security Solution
*
. The user is able to see these elements in the Kontron Security Solution

*
 

administration interface that can be accessed via a web browser and can be hosted by the customer or by Kontron. 

These elements define the license entry. 

The firm key contains the secret element on the developer’s side. Normally, the FIRM KEY is defined by Kontron. 

However, in Kontron Security Solution
*
 the developer is able to freely define the FIRM KEY and write it to the FSB. On 

programming the Kontron security chip the FIRM KEY is transferred. 

The secret key is an additional secret element of the Kontron Security Solution
*
 which is created and used differently 

for both copy protection systems. 

Secret key, firm key, firm code product code and feature code are fixed for a license entry. In contrast, 

the encryption code is modifiable at runtime. By changing the encryption code you are able to work with alternating 

keys. 

The developer’s task is to integrate the concept of alternating keys using appropriate methods. For example, 

encrypting the same data with different keys before shipping and decrypting at runtime is contingent upon correct 

key selection. 

In the case of an automated integration with encryption tool and the integration with our universal protection 

interface, the developer does not need to be concerned with this task. This is automatically done by the Kontron 
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Security Solution
*
 tools. With tool updates new methods are automatically integrated on re-encrypting your 

software. All this is accomplished without changing the source code or recompiling your software. 

 

 THE FIRST STEP 04.02.

A safe first step is essential, since all subsequent checks depend upon its accuracy. Attackers will not be able to 

decipher the code, or to extract secret keys. One solution is called “System on Chip“ (SOC), in which these codes and 

keys are stored permanently on the chip, safe from any reading or manipulation attempt from the outside. 

This compact pre-boot loader simply ensures the integrity of the actual boot loader. To prevent outside attacks, it is 

developed only once and cannot be updated on the system. 

 

 CHAIN OF CERTIFICATES 04.03.

Private keys are used for signing the program codes and parameters. These are saved in a secure hardware device, 

i.e. a CodeMeter dongle. The certificates are saved as files. They contain: 

 The Public Key. 

 Validity restrictions, e.g. expiration date or binding to a specific device. 

 The purpose, for example, to sign the boot loader, the application, the configuration files, or to create other 
certificates. 

 Certificate for the key, which was used to create this certificate chain. 

The so-called root certificate (Figure 4), which is at the top of the chain, is only used to create the certificates that 

will be utilized later in the process. 

The root certificate is stored securely and only used when new certificates must be created. The root certificate must 

not be compromised under any circumstances. 

The chart below shows how the certificates for signing various program code and configuration files are derived from 

the root certificate and how the so-called “Certificate Revocation Lists“, (CRLs) are created. 

This means that, through a simple update of this list, the certificates of all devices in the field are revoked or 

invalidated, if necessary. 
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Figure 4. Graphic representation of a certificate chain 
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 Root certificates are valid indefinitely. They need to be locked in a safe place to prevent their loss and should 
only be used to create new Code Signing Root or Configuration Signing Root certificates. When the root 
certificate has been compromised, the devices must be physically replaced. 

 Code Signing Root Certificates are limited in time. They are used to create the actual Boot Signing and Code 
Signing certificates. In the case of loss, new certificates can be created with the aid of the root certificate. 
Should the certificate be compromised, it can be added to a CRL or forced invalid due to the expiration date. A 
CRL is present for example in the boot loader. 

 Boot Signing Certificates are used to sign the boot loader. 

 Code Signing x-Certificates are used to sign certain operating system images (like VxWorks) or applications. 

 

These certificates receive additional parameters that are valid on specific systems only. These certificates can be 

revoked just like the Code Signing Root certificates. 

 

 Configuration Signing Root Certificates are used to create a certificate for configuration data signature. 

 

Configuration Signing x-Certificates are used to sign configuration data. 
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 Certificate Revocation List (CRL) is used to revoke certificates. Such lists are distributed online or through 
updates.  
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    05/TRANSFERRING AND RETURNING LICENSES  
 

The Kontron Security Solution
*
 License administration interface links licenses with uniquely identified license 

containers and monitors the status of each license. These capabilities enable the Kontron Security Solution
*
 to 

recover licenses and transfer them to other containers. When a computer is replaced by a newer model, the user 

would, for instance, wish to transfer software licenses from the old computer to its replacement. The old computer 

is retired or reallocated to other purposes. To transfer licenses to a new container, the user accesses the web portal 

with the old computer. Kontron Security Solution
*
 administration interface deletes the license from the license 

container on the old computer and returns its status back to “available”. The user can then activate the newly 

available license for the new computer. 
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  06/DAMAGED HARDWARE  
 

Since this is a security related product it cannot simply be repaired in case of damage. However there are 

mechanisms and processes in place that guarantee a seamless repair or exchange of the complete product that 

contains the Kontron Security Solution
*
. While components like a RAM-Module can simply be replaced, the license in 

a damaged security chip cannot be retrieved; it is lost and must be replaced. 

The software vendor has several options for dealing with lost licenses. Since each Kontron security chip has a unique 

identity, the administration interface can blacklist it in case of theft or loss. The user will receive a replacement 

license for the damaged device and the lost licenses. The Kontron Security Solution
*
 License administration interface 

now adds the “lost” security chip to a blacklist. There are different options to check against this blacklist and is 

automatically done when a user activates new licenses. The software optionally periodically checks the blacklist 

online or it is distributed offline with the new update of the software. When a blacklisted Kontron Security Solution
*
 

is detected, all licenses of this software vendor that were stored in this specific unit will be deactivated and the 

dongle becomes worthless. The software vendor can decide to offer the legitimate user a new activation of the old 

license free of charge on a goodwill basis. In return, the vendor has the reassurance that the lost or stolen dongle can 

be taken out of circulation sooner rather than later. 

There are cases in which the license cannot be returned from its license container administration interface, such as 

when a technical malfunction stops the computer prematurely from working. The goodwill policy of the software 

vendor decides whether the license can be transferred to a new computer in such cases. The old license on the 

broken hardware would be blacklisted in the same manner as a “lost” Kontron security chip or board. The Kontron 

Security Solution
*
 License administration interface allows a choice of goodwill options for this purpose. With the 

right policy in place, the user could retrieve a replacement license from the Kontron Security Solution
*
 License 

administration interface without any further communication with the vendor. This stops the vendor’s user support 

team from having to handle such requests while still retaining full control over the goodwill policy. If the policy states 

that only two replacement licenses will be offered on a goodwill basis, a third attempt would fail. The vendor can 

track how often each customer uses these goodwill options. If there is misuse of any requests, the vendor can 

respond to and agree on a customer-specific policy. 
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  07/ SUMMARY  
 

The integrity of embedded systems can be ensured through the use of cryptographic methods in a clearly defined 

process and a secure hardware device for key management and state storage. The Kontron Security Solution
*
 offers 

a protection system, which is available for industrial interfaces. 

The security chip supports common operating systems like Windows, macOS, Linux as well as Windows Embedded, 

Real Time Linux, VxWorks and PLCs like CODESYS (and more). It contains a secure implementation of symmetric and 

asymmetric encryption methods (AES, RSA, ECC) as well as hash functions (SHA-256), functions for signature 

validation (ECDSA) and a random number generator. The Kontron Security Solution
*
 includes all the available tools 

needed to implement all the steps described above for integrity protection, software protection and the prevention 

of code tampering. 
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